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Deepfakes

* Prospect of late election-
season deepfake with no
chance to disprove.

* Improving technology

e Deniability of authentic
content
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Mis/Disinformation

* Instant generation of deceptive
content

* Ability to generate deceptive
content in quantity

* Worsening social media
disinformation

* Potential pollution of other
channels and much more
sophisticated campaigns

. Photo Credit: Deepak Pal,
* Text, Websites https://www.flickr.com/photos/158301585 @N08/43267970922



Generative Language Models and Automated

Wa NNAa G O Influence Operations:
D t h Emerging Threats and Potential Mitigations
Josh A. Goldstein!, Girish Sastry*?, Micah Musser*!,
. Renée DiResta®, Matthew Gentzel?, and Katerina Sedova'
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Create professional videos with
140+ diverse Al avatars

, e e p AT Avotors are frequently updated, with new aodditions and improved quality.
\/I . ‘ t |

All avatars ~ Select Attire ~ Select Age v

* Individualized, customized
messages from campaigns,
committees or political actors

e Delivered by human-like
avatars, designed just for you

* Leveraging surveillance data
on what’s known about you

* No accountability, no fact
check, no need for consistency

https://www.synthesia.io/features/avatars



The Public
Comment
P roceSS Regulations.gov

Your Voice in Federal Decision Making

Make a difference. Submit your comments and let your voice be heard.

e Danger of unique, Al
ge n e ra ted CO m m e nts Search for dockets and documents on agency actions

* Imposing barriers to
public comments is a
wrong turn @ Explore

What's New on Regulations.gov

@ — E Comments Due Soon

L Re q U I re Ce rt I fl Cat I O n t h at New features include the ability to download Agency, Docket, and Public Submission %In O\
E Today

. Document metadata in bulk. See FAQs for more detail. (=]
comments are being
submitted by a human




How Americans feel when they think about politics

D | S | n t e g ra t | O n % who ____ feel each of the following when thinking about politics these days

. » Always/Often Sometimes ® Rarely/Never
of Social Trust
N -

-

 What happens if
everything is fake or might
be?

* Beyond political speech.

. Excited E 18 78
 What do you believe?
 Reinforcement of Note: No answer responses not shown
cynicism, polarization, Source: Survey of U.S. adults conducted July 10-16, 2023

“Americans’ Dismal Views of the Nation's Politics’

paranoid thinking

PEW RESEARCH CENTER

https://www.pewresearch.org/politics/2023/09/19/americans-dismal-views-of-the-nations-politics



Solutions: Power of Disclosure

Power of disclosure
e Establish norms, standards and laws now
* People can discount untruths

Federal Election Commission petition:

* Fed Register: https://www.federalregister.gov/documents/2023/08/16/2023-
17547 /artificial-intelligence-in-campaign-ads#addresses

* FEC: https://sers.fec.gov/forces/addcomments.htm?pid=3374276

Federal legislation: Protect Elections from Deceptive Al Act

State legislation: Contact llana Beller, ibeller@citizen.org

More details: https://www.citizen.org/article/comments-to-the-presidents-council-of-
advisors-on-science-and-technology-working-group-on-generative-artificial-intelligence/


mailto:ibeller@citizen.org
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